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Recent Updates

» Last time: LAMP Stack Instrumentation
» APACHE,, PHP, MySQL

» PHP (standard extension)

» NGINX

» PostgreSQL,

» MongoDB (coming)

)

» Linked Analysis

» Usecase!



Example:

Response Time of a Web Application
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What happens?

There are slow-downs in the speed every few minutes. \What are the 4
reasons behind?!



PHP Request Anatomy

 PHP Is a scripting language i ] Result
- compiles any file you ask it to run, obtain OPCodes I;'f I"u b |
from compilation, run them, and trash them away | |
immediately. If 1 )
[ Executing
4
Lt e |
» Parse, compile, execute, forget o
Parse, compile, execute, forget T = opcodes
Parse, compile, execute, forget
Compiling
T nocles
PHP "forgets" everything it's done in request N- (LexZ?ismgrser]
1, when it comes to run request N. i
- Even if it calls the same scripts -
several times. L T *'i:m_] PHP code




PHP Request Anatomy (2)

e Which oneisthe =
longest?

- It depends!

- Let's see what trace
data gives us.
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Compile Time: UST Events

compile time: 27.4 us

request time:592 us 0.7 us

1 <?php /*main4.php*/

2

3 $x = rand(0,1000);

4

5 echo $x.PHP_EOL,;

6 $xy = 123;

7 include 'folder1/.$xy.".php";
8 include ‘folder2/'.$xy.".php";
9 include ‘folder3/".$xy.".php";
10

11 echo $x.PHP_EOL;

12 7>




Compile Time: UST Events

compile time: 27.4 us

request time:592 us

1 <?php /*main4.php*/

2

3 $x = rand(0,1000);

4 ~ compilefle R
5 echo $x.PHP_EOL,; 1
6 $xy = 123; — EHH

7 include 'folder1/.$xy.".php";
8 include ‘folder2/'.$xy.".php";
9 include ‘folder3/".$xy.".php";
10

11 echo $x.PHP_EOL;

12 7>

Compilation time: 60us ( ~ 10 % of
the request time)

But, let's go deeper!




Kernel + UST Events

Now looks much more!
~ request time:592 us

Jopcac

Jopcache/maind.php
execute line
main

file... execute line
main

9 -
Parse, Compile, Optimize (55us) Execute(5.2us

- > -




Solution: Opcode Cache
(Opcache)

‘ Executing ‘
» < opcodes =
Z , '
Shared e é Executing
Memory > |
", " F. .l ‘:'
y /
Shared :
Memory | load

] |
< opcodes

‘ Compiling ‘

Cache at first run Load from cache after
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Solution: Opcode Cache
(Opcache)

Name 19:43:31.133970 12;43:31.133980 19:43:31.133990 19:43:31.134000 19:43:31.134010 19:43:31.134020 19:43:31.1340:
6
¥ 29952
29952
e
2
3
4 |
5 main main main
6 HiH HiH HiH

Loads from cache
Request time: 73 us

was: 592 us "



ompile Time: D
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ompile Time: WordPress
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Compile Time: MediaWIkl
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Let's back to our example

Response Time

What happens?
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Response Time vs Compile Time
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Name

9
¥ 23661

23661
1
10
n
12

Name

9
¥ 23650

23650
1
10
1
12

Name

[T I (R Y

E]

¥ 29951
29551
1

19:43:29.889400 19:43:29,889600 19:43:29.889800 19:43:29.890000 19:43:29.890200 19:43:29.890400 19:43:29.890600 19:43:29.890¢

execute line

19:43:29.889400 19:43:29.889600 19:43:29.889800 19:43:29.890000 19:43:29.890200 19:43:29.890400 19:43:29.890600 19:43:29.890800

execute line

Fentl [l B R
i
1
19:43:25.889400 19:43:29,889600 19:43:29.889800 19:43:29.850000 19:43:25.890200 19:43:25.890400 19:43:29.850600 19:43:25.8908

execute line

B comm | @ (M oem R e e
- i i
-] I i
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Critical Flow

Process 19:43:29.889400 19:43:29,889600 19:43:29.889800 19:43:29.890000 19:43:29.890200 19:43:29.890400 19:43:29.890600 19:

¥ "6F7bbFF0-6237-4
httpd,23661] |
httpd,23673

[l

[l

[httpd,23668
[httpd,23660
[httpd,23658
[httpd,23659
[httpd,23672
[l
[l
[l
[l
[l
[l

httpd,23653
httpd,23670
httpd,23654
httpd,23655

httpd,23663
httpd,23650

[httpd,29951] u

Every PHP process that is willing to write into shared memory will lock
every other process willing to write into shared memory as well.
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Example2: Drupal Website

led IS

~— Response Time
—e— Compile Time

T T g T T
0 10000 . 20000 30000

Not compilation issue anymore! What
causes those latencies?

Php itself?

Databse query?

The web server?

A background process (or
another vm) in the system?

A problem in the network?

T T T
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Maybe, we need more data?
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We trace all components and

get more data !

13:03:07.676376266
13:03:07.676118380
13:03:07.676127240
13:03:07.676608509
13:03:07.754842473
13:03.07.676027238
13:03:07.676621566
13:03.07.676622442
13:03.07.676627624
13:03:07.676373367

les

How can | only follow a specific?
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A General Case: Latency in a
Distributed System

(user)

rpc3
(Backend)
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 The OpenTracing project provides a
standard, portable API for distributed
tracing instrumentation.

- Ver 1.0 annonuced in Aug 2016.

* Consistent semantics across languages

- Makes it easy for developers to add (or
switch) tracing implementations with an O(1)
configuration change
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Logging - Easy to output to any logging tool.

Metrics/Alerting - Measure based on tags, span
timing, log data.

Critical Path Analysis - Drill down into request latency
In very low granularity.

Context Propagation - Use baggage to carry request
and user ID’s, etc.

System Topology Analysis - Identify bottlenecks due
to shared resources.

25



* At the highest level, a trace tells the story of
a transaction or workflow as it propagates

through a (potentially distributed) system. Sher

* |n OpenTracing, a trace Is a directed acyclic
graph (DAG) of "spans"

- Named, timed operations representing a 1 ﬂ UZ

contiguous segment of work in that trace

- Each component in a distributed trace will Server
contribute its own span or spans

26



Data Model

« Common libraries for several programming languages

- Javascript
- Python

- Java

- C

- C#

- Go

- Ruby

- PHP

 Trace as a tree of nested calls
- Spans
— Trace trees

(time) = . : . : s

Frontend. Request
(no parént kd)

: Backend.Call
———— parentid: 1
: span id: 2

span Id: 1

parent id: 1 _—
span id: 3 :

parent id: 3
span id: 4

B
\

parent id: 3

span id: 5

24 26 28 30
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Causal Flow of Control

apache

db

python

28



Example: causal Flow of Control

U

apache

{

db

python

start

_

29
Time



Example: causal Flow of Control

J

apache

R
db

10

python

I

start

—

end
30

Time



span2 e —

PHF: exil
Ya3TEms

U.dbams

file_met contents: entry file_pet_comtents: exit
373 Ims 3 B34ms

span3

span n ey« Feit |

 This type of visualization adds the context of time, the hierarchy of the services
involved, and the serial or parallel nature of the process/task execution.

tlme

» This view highlights the system's critical path. By focusing on the critical path,
attention can focus on the area of code where the most valuable improvements
can be made.

- For example, you might want to trace the resource allocation spans inside an API request
down to the underlying blocking calls.



 Can we have this in LTTng and Trace Compass?

- How to relate the traces/events/spans?

- How to visualize them?



We already have some notions of LINK in trace compass.

— Arrows in control flow diagram

* Arrows: scheduler switches from one process to another for a
given CPU

— Critical path analysis

- Call stack

* Function calls

- Why not link everything?

St Control Flow 23

Process
le-hello
le-hello
lttng
¥ lttng-sessiond
lttng-sessiond
lteng-sessiond
¥ [ttng-consumerd
lteng-consumerd
lttng-consumerd
lttng-consumerd
lttng-consumerd

TID
9954
9971
10163
19735
10168
10170
26812
10164
10165
10166
26813

PTID

19735
19735

26812
26812
26812

Birth time

09:55:33.041527115
09:55:33.041513283
09:55:33.041680426
09:55:33.042959745
09:55:33.095881540
09:55:33.101073986
09:55:33.041540183
09:55:33.041799052
09:55:33.042550886
09:55:33.043255769
09:55:33.042583068

[Fl2 = oo o daa Neao = O
., 09:55:33.042800 -

09:55:33.042600 |

5

|l open exit

_|_
UnKnown

EE

splice Junknol
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Example

Function Depth Entrytime 16:31:18.575 16:31:18.580 16:31:18.585 16:31:18.590 16:31:18.595 16:31:18.600 16:31:18.605 16:31:18.610 16:31:18.615 16:31:18.62
test/0/64-bit

¥ test/1/64-bit
v Bp 23562

Apache

execute line

drupal_bootstrap

Te... execute line
_drupal_bootstrap_page_cache

execute line i

... drupal bootstrap ]

execute line execute line
1 B stra... drupal_bootstrap_variables i

Function Calls :

co... |

| Wb inttatze]
execut. e |

» Bo 23563
» G 23564

¥ test/1000/64-bit
v B 2526

Database ust_mysgl:connection_start
uery

v 25263
ust_mysgl:connection_start 1 16:31:18.627
ust_mysgl:command_start 2 16:31:18.627

o4



Example cntd)

ex..._executeline o |
-
iE
\
e execute ] I
(el Toacitcm I
o] execute I

= gelVersion| 1
execute lin | 1
getDefiniti |

execute lin

getConfigs

execute lin

newMainPa

execute lin

text

execute lin
toString
execute lin
fetchMessa
execute lin
= get
execute lin
getMessage
execute lin
getMsaFror
execute lin
load

execute lin
saveToCach
execute lin
setWalidatic
execute lin
set

execute lin
merge
execute lin
mergeViaCi
execute lin
cas
execute lin
update
execute lin
query
execute lin
doQuery
execute lin

¥ G 5166
= ust_mysql:c

v B 5167
= ust_mysql:c

v i 5168
ust_mysql:c
ust_mysql:c

¥ 8o 5169

getVersionHasn
execute line
getDelinitionSummary
execute line
getConfigsettings
execute line
newMainPage
execute line
text
execute line

EXec...

getAl.
exeC...
“prelo..

execut. __ Exec...
newrr...

execut...

toString
execute line
etchMessage
execute line
get
execute line
getMessageFromFa
execute line
getMsgFromNamespace
execute line

new. ..

ackChain

0ad
execute line
saveToCaches
execute line
setValidationHasl
execute line

set
execute line

merge

execute line
mergeViaC:
execute line

execute line
[LE
execute line
query
execute line 1 ¢
doQuery ‘ ‘
execute line

ust_mysql:connection_start
H
H

ust_mysglconnection_start

|
£ utmysglquenystat __________________________________]




Linked Traces & Linked Events => Linked logics

Sk Control Flow E: Resources E Statistics ‘|:| Control Flow (incubator) 22

Process TID PTID Bil
¥ src/main/resources/synctraces/scp_src_
swapper/0 0 14
v systemd 1 14
¥ sshd 190 1 14
v sshd 3382 190 14
sshd 3384 3382 14
¥ sshd 6468 190 14
sshd 6470 6468 14
¥ sshd 6523 190 14
¥ sshd 6525 6523 14
sftp-server 6526 6525 14
¥ bash 6527 6525 14
Ittng 7413 6527 14
Ittng 7426 6527 14
sftp-server 6554 6525 14
¥ sre/main/resources/synctraces/scp_dest |
swapper/0 0
¥ systemd 1
¥ sshd 184 1
¥ sshd 2213 184
¥ sshd 2215 2213
sftp-server 2216 2215
¥ bash 2217 2215
Ittng 4031 2217
Ittng 4055 2217
sftp-server 3130 2215
¥ sshd 4047 184
sshd 4048 4047
¥ sshd 4049 4047
scp 4050 4049

EHa »E 63 % GRS Neatloa 7= #

. . . S R . SSSS— . JSS— JS— . S— . B & JE— —
) A | S S I S S O E—
) A S ) S I S S 1 S —
e e | S S || I I E— E——( S— . S N E——
e | S 0 S S S B S F 0 B S ——
| | S S || ESS— I — S—— E— . ——
| S S ) S S S S S 0 S S
| e e S S| S ) SS— E——( — S 1 N S O ——
| e S e A S ) S— —— — S ) B E— ———

\ i1 | \ \ | I N \ \ \ \ H ] - ]
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Conclusion

» EventMatching Class in Trace Compass

- Manual

» Hardcoded links between event
- Event a from trace 1 matches to event b from trace 2

* We need a standard way to define the semantic relationships

+ To deinfe the events and fields that match to each other
- Everyone can define and trace the links they need in the logics of their code/application/system

» The standard can be Opentracing Api

- InLTTng:
* To support the above standard

- In Trace Compass
» Agneric Event Matching class to analyse and visualze the links between events
* View!

di Histogra [ Properti [l Bookma []System []Latency [, System = Critical F @) ErorLo ™= Virtual C = State Sy = Fused Vi % Synchro & Flame G = Call Stac @& Flame G [=] Stack Ta = Call Stac & =

g hLE R hED Y v 0B Q| ot
Function Dapth Entry time Exit time 19:00:00.000000005 5 15:00:00.000000010 19:00:00.000000015
¥ first_trace.xml
vw1
vi2
= opl 1 15:00:00.000 000 001 19:00:00.000 000 021 opl
= op2 F 4 19:00:00.000 000 003 19:00:00.000 000 01!
vri&3
= op2 1 19:00:00.000 000 003 19:00:00.000 000 011

¥ second_trace.xmil

L4
&2
= opl 1 19:00:00.000 000 003 19:00:00.000 000 02
= opd 2 19:00:00.000 000 007 19:00:00.000 000 0L
= opb 3 19:00:00.000 000 009 19:00:00.000 000 011
T&3

= op2 1 19:00:00.000 000 009 19:00:00.000 000 01




Q&A
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