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Motivation
Why tracing virtual machines?
* Cloud User:

* |dentify performance anomaly

* Find the root cause and correct it
* What if the performance degradation is not from a process
Inside the VM?

* Cloud Administrator:
* |dentify performance degradation of each VM
* Contention for shared resources

* Find the root cause and solve the problem
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Motivation

What are the main challenges in tracing virtual

machines?
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Investigations

Background

* The Paper that uses kernel level Information
* PerfCompass [1]

* Global and local anomaly detection tool

* The Papers that uses Hardware level Information

* Resource contention detection in virtualized Environments [2]

* DeepDive [3]
*|dentifies when interference occurs and what resources is causing it
*Using Hardware Performance Counters

* CPI2 [4]
*Performance interference detector in shared resources
*Using CPl and CPU usage
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Investigations

Analyzing virtual machine interference via host kernel
tracing

* Interference is what happens when VMs are concurrently competing for
hardware resources

* Increase the latency and reduce the performance

* Goal:
* |dentify the interference
* By applying Machine Learning
* Find the root cause of interference
* By finding most frequent events during the interference period
* Solve the interference
* By categorizing VMSs based on workload by using Machine Learning

* Migrate the Vms , limitation on resource usage, add more resources
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Investigations

Qemu threads in Control Flow View

Sh Qemu View 2 (&) 3 &= B 4 4 & 8 [N = O
Process TID PTID Tr 20:56:46.488500 20:56:46.489000 20:56:46.489500 20:56:46.490000 20:56:46.490500 20:56:46.491000
qemusystemxgs | 2031) 1 | [N T TETTTE T

gemu-system-x86 20432 20431
gemu-system-x86 20433 20431
gemu-system-x86 20435 20431
gemu-system-x86 20436 20431
gemu-system-x86 20437 20431

gemu-system-x86 20438 20431

gemu-system-x86 20441 20431

gemu-system-x86 21978 20431

gemu-system-x86 22055 20431 |
vhost-20431 20434, 2 HE H Em HE B E N [ l EE B E E B B [ |
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Investigations
Resource Monitoring for virtual machine by host kernel
tracing

* Disk I/O:

* Using Qemu trace points

* gemu:thread _pool _submit, gemu:thread_pool _complete,
gemu:bdrv_co_io_em
* Network:
* Using Host Kernel Trace
* net_if_rx, net_dev_xmit, sched_switch and sched_wakup for
vhost-$(VM-main-thread)
* CPU:
* Using KVVM Trace and Host Kernel Trace
* sched_switch for gemu-system-x86, vm_entry, vm_exit,

vCpu_guest_entry
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Investigations

Resource Monitoring for virtual machine by host kernel
tracing
* CPU Virtualization with intel-VT-x:

* VMX transition
* Between Guest and Virtual Machine Manager (VMM)

*vm_entry, vm_exit
* VVirtual Machine Control Structure (VMCS)

vm_entry:
- Save VMCS area for Host
- - - Load VMCS area for Guest

vm_exit :
- Save VMCS area for Guest
- Load VMCS area for Host

- Check exit reason

e

Handle exit reason Time
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Investigations

Resource Monitoring for virtual machine by host kernel tracing

emu:thread_pool_submit gemu:thread_pool_complete

Sk Control Flow | == Resources 22 | =] Statistics

2015 Dec 07 09:52:57.714 09:52:57.716 09:52:57.718 y 09:52:57.720 09:52:5°
E Qemu Resource View \-/ |
Disk testU1 | | | | 1
Disk testu2 1 [
Disk testU3 i 1 Trace | Disk testu1
Disk testU4 [ | | State | READ 10 _QEMU
Disk testUS 1 - l Read | 256

# Submited | 1

Date | 2015-12-07

Start Time | 09:52:57.718496712
Stop Time | 09:52:57.718751773
Duration | 0.000255061s

Metrics for Disk 1/0O:.
* Number of submitted disk request(s) (read/write) for each or all VM(s)
* How much read/write is submitted by each or all VM(s)
* Duration of completing a disk request
* Variance of submitting disk requests by each VM

* VVariance of completing disk requests by each VM
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Investigations
Resource Monitoring for virtual machine by host kernel

tracing
=t Control Flow | = Resources 2 | = Statistics
2015 Dec 07 09:52:57.719 .  09:52:57.720 09:52:57.721 09:52:5
Net testU1 | | | | 1| | | | i1 111 |
Net testU2 | | | I 1 | | | | Net testu
Met testU3 I | N 111 Trace Net testU1
Net testu4 I 1 I 1 1/ I 1 State | Net_Qemu_Busy
Net testUs I D D D DR N R | (I BN RX | 32944

TX | 66

Date | 2015-12-07

Start Time | 09:52:57.720734191
Stop Time | 09:52:57.720775713
Duration | 0.000041522s

* Metrics for Network:
* Number of bytes received and transmitted
* Variance of submitting network requests by each VM

* Waiting time to receive/transmit packets
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Investigations

Resource Monitoring for virtual machine by host kernel

tracing

=b Control Flow | %= Resources & | & Statistics | & &= B e 4 & 8 = 0
2015 Dec 07 |09:52:57.?1 9400 IDQ:SZ:S?.?‘IQEDD |09:52:57.?1 9800 IDQ:SZ:S?.?ZDDDD .
CPUO
CPU1 N I — I D
cPU2 . 7 ] I
CPU3 w | whos [w | 5sshas | | [iw [ [Twlll [ 1l [ |w|| Trace | cPu1 1 0T ] [wiwd 11 TTw] e ivhiel [T isshd | Nw! 111 Ssshd] | [lw
CPU 4 I I I . State [ vM_Running I I
CPUS I > Hover Time | 09:52:57.719735918 1 I |
CPUG L Bwhosl | 1| . . >TID | 3677 ] [
::RP(;JL = = >Process | gemu-system-x86 L
VM-Name | testu4
:Eg :g . . VCPU |o
IRQ 45 Date | 2015-12-07
Start Time | 09:52:57.719710235
Stop Time | 09:52 8442
- sep X Duration | 0.000068207s = g

Metrics for CPU:

* How many vCPUs are active

* The amount of time gemu thread is in root mode and non-root mode
* Most frequent exit reasons and their frequency

* How much pCPU is used by each VM

* Variance of exiting non-root mode

* The amount of time vCPU is preempted in each or all VM(s)

* Variance of preemption for each VM
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Investigations

Demo
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Investigations

Monitoring Processes and threads inside virtual machine
with host kernel tracing

* Guest Processor State is saved into VMCS [6]

* Guest Register State
* Control Register CRO, CR3, and CR4

* Debug Register DR7

* SP and IP and FLAGS and -
*Guest non-Register State

* Activity State

* Interruptibility State and -
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Investigations
Monitoring Processes and threads inside virtual machine

with host kernel tracing

* New trace points:
* vCpU_enter_guest to obtain unique tuple (CR3, SP, IP)

* |f you want more information:
* [ttng_statedump_stack to obtain thread stack range, thread ID, thread

name, hostname

vcpu enter_guest:
-Compare SP with the stack range of all threads

retrieved from guest

- Save TID and Thread Name
—

Time
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One More Thing ...
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Investigations

Monitoring Processes and threads inside virtual machine
with host kernel tracing

* What are these exit reasons?
* Schedule out gemu-system-x86 on Host without sending HLT or Task

switch
* VM assume that the task is still running (Preemption)

vm_exit:
- Handle Interrupts (Internal/external)
HLT VM CPU is Idle ]

- Read/Write MISR
Task Switch: Attempted a Task Switch

- Handle Exceptions
—

Time
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Investigations

Demo
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Conclusion and in-progress

Inferences

* Fine-grained resource monitoring lets the cloud administrator
identify the contention for resources.

* Monitoring processes and associated threads lets the cloud
administrator find the amount of time a thread in the VM is
actually running.

* Preemption and too many switches between guest and VMM
are causing latency in the VM.,

Going Further
* Memory related usage view for each virtual machine by Host Kernel
Tracing
* Add some performance indicators from hardware performance
counter
* |dentifying interference between resources automatically
* Building Control flow view of each virtual machine by Host Kernel
Tracing
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Questions?

Hani.nemati@polymtl.ca

https://github.com/Nemati/Trace-Compass
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[ Project Explorer 2

» = sym
b= 5ym_2
p test

o= Control 2

B

‘ T1: 2015-12-07 09:52:57.727165868

= Control Flow | % Resources 2 | & Statistics

2015 Dec 07 09:52:50

09:52:51

09:52:52

09:52:53 09:52:54

09:52:55

® & B v sovam

Quick Access w [{5 Resource | B LTTng Kernel |

lglis B B B ¢ 4 & 8 =9
09:52:56 09:52:57

B Qemu Resource View
Disk testU1
Disk testU2
Disk testU3
Disk testUu4
Disk testUS
CPU testU1
CPU testU2
CPU testU3
CPU testU4
CPU testUS

Net testU1
Net testU2

Net testU3 . - I
Net testU4 I

[ I [

Net testUs BN
CPUO I i
cPU1
cPU2
CPU3
cPU4
CPUS
CPUG
cPUT

i=scp &

Trace Timestamp Chanr CPU  Event type

ernel 09:52:57.727 165 BDOE ss 6 6 : irg_softirg_exit

arnali NQ-52-57 727 1AA f\f\&é cec § c i erhad ckak wail

Contents

vec=1, context._tid=3487, context._pid=3483

i ramm-—cchd Fid-ANNa dalau-1RNRI?E& rantavk

FA-25R81 rantavk nid-2877

S¢ Qemu View 2 l@| 3 = BB o 4 e e [N = i

P T e 09:52:50 09:52:51 09:52:52 09:52:53 09:52:54 09:52:55 09:52:56 095257
qemusystemxd 5506 3483 sep T . S T ] E— 7 T — e
gemu-system-xi 6032 3483  scp | ] | M1 |1
qemu-system-xi 6033 3483 scp [ ] 1 1 ] [ e ]
gemu-system-x{ 6090 3483 scp |
vhost3ds3 | 3485 2 scp e LT TR TR L AL R AN N L N SN NN

v qemusystemx8¢ 3577 1 scp 1 Y T [T T N[ M T enmemwer rer e NI LI F1n
qemu-system-x: 3578 3577 scp |
aemu-system-x; 3579 3577 s5CD
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LTTng Kernel - 5vm_2/Experiments/scp/scp_- Eclipse Platform
B File Edit n ct Run File Window Help Window Help

-

[ Project Explorer 2 - Resources 2

9:50 AM 1%

3 c D)

| Quick Access B [y Resource | LTTngKernel |

(& ==
09:52:56.500

=

BR D E S
09:52:57.000

]

2015 Dec 07 09:52:54.500 09:52:55.000 09:52:55.500 09:52:56.000

B Qemu Resource View
Disk testU1
Disk testUu2
Disk testU3
Disk testUu4
Disk testU5
CPU testU1
CPU testU2
CPU testU3
CPU testU4
CPU testUS
Net testU1
Net testU2
Net testU3
Net testU4
Net testUs
CPUD
CPU1
CcPU2
CPU3
CPU4
CPUS
CPUBG
CPUT

» = sym
b= s5ym_2
pE test

i=scp &

Trace Timestamp

o= Control 2
by i
TID

3673

3483

3768

3577

3450

Process %
gemu-system-x86; 59.637 %
e
gemu-system-x86; 58.652 %
gemu-system-x86; 61.074 %
Rt
gemu-system-x86; 60.604 %
gemu-system-x86: 61.527 %

L]

Chanr CPU  Event type

i kernel; 09:52:57.727 165 8005 ss6 6 ]

i karnali NQ-87-57 727 1AA NNAi cc &

Il Histogram [ Properties [[ll Bookmarks i= State System Explorer =g Progress Sk QemuView [T CPUUsage [T Qemu CPU Usage 2

T 10T

[ I NARE

Contents

vec=1, context._tid=3487, context._pid=3483

rg_softirg_exit

L P erhad ckak wait i ramm=—cchd Fid-ANNA dalau-1RNRI7A4 rantevtk FHA-3IER1 rantaxvk nid-3877

Time

CPU usage

20909 600

20564
21413«
21248
21572°

— Total
— 3577
= 3450
— 3673

3483
— 3768

2400
o

v
2200

0 T T
09:52:54.163 630 386

; ;
09:52:55.963 630 386
Time
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LTTng Kernel - 5vm_2/Experiments/scp/scp_- Eclipse Platform ¥ = m Q) 9:50AM {%
B File Edit Navigate Project Run File Window Help Window Help

i - = = - & - Quick Access | B [{5 Resource | M& LTTng Kernel
[25 Project Explorer 2 = O 2 controlFlow | & Resources 32 | Statistics & 1= BB g d®E S =0
=] <‘)===> - 2015 Dec 07 09:52:55.576500 09:52:55.577000 09:52:55.577500 09:52:55.578000 09:52:55.578500 09:52:55.579000

g - Bl Qemu Resource View
3= ;

E p Sum Disk testu1 |
3 : svm_2 Disk testU2 |
b test Disk testU3 |

Disk testUs |

Disk testU5 |

CPU testU1 I I Y . B

CPU testu2

CPU testu3 [ WYy 1T — 1¥ 1§11 10O

CPU testU4 | 1N
J CPU testUs I R E—

Net testU1 | I | I | 1 | I [ | [ | |

Net testUz I

Net testU3 Il | 1 1 11 | i1

Net testU4 [ | 1 1 1 1

CPU1 I Y I I T I 6 | L] || (18] (1T ] i e [
cPU2 i [ N I [E] [ Il (N]] il [ |
CPU3 |

cPU4
CPUS
CPU6
CPUT

-
o
had
——
AN
Net testUS u [ ]
CPUD I Y I ' S S N Y N I

i=scp X TID | 5821
Trace Timestamp Chanr CPU  Eventtype Contents > s |letngconsumerd

: : : > System Call | splice
Date
Start Time :55.576630056
Stop Time 5.576700045
Duration | 0.000069989s

o = S» QemuView ¥ [ CPUUsage ™ Qem &#| 3 = BB 4 4 & 8 [N = g
i SR T 09:52:55.576500 09:52:55.577000 09:52:55.577500 09:52:55.578000 09:52:55.578500 09:52:55.579000

ernel 09:52:57.727 165 BOO? s5 6 16 irg_softirg_exit i vec=1, context._tig

rantavk nid-3577

i karnel | NQ:52:57 727 1AANNA: cc & | & i erhad ckak wait i ramm—cchd Fid-A)

2= Control 2 = O

qemu-system-xi 5906, 3483, scp
gemu-system-xi 6032 3483 scp

gemu-system-xi 6033 3483 scp |

qemu-system-xi 6090 3483 scp

vhost-3483 3486, 2 scp Il BN R =1} Il 1 I 11N 1 1 1
¥ qgemusystem-x8( 3577 1 scp [l

qemu-system-x{ 3578 3577 scp

aemu-svstem-xi 3579 3577 sCD
T: 2015-12-07 09:52:55.576665884 T1: 2015-12-07 09:52:57.727165868
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® 8B v svam
File Edit Navigate ject R ile Window Help Window Help

i A T O (R = "QuwckAccess 21 [ty Resource | M LTTng Kernel|

0

[ Project Explorer & = B 2k control Flow | & Resources 2 | & Statistics RS Boe o 4wy g o=
B s - 2015 Dec 07 09:52:57.731000 09:52:57.731500 09:52:57.732000

- Bl Qemu Resource View
;E__: Sum Disk testu1 .
& svm_2 Disk testU2
b test Disk testU3

Disk testU4
Disk testU5
CPU testU1
CPU testuU2
CPU testU3
CPU testU4
9 CPU testU5
Net testU1
Net testUz

AL Net testU3

Net testU4

Net testUS

CPUOQ

CPU1

cPU2
cPU3
A

CPU4
CPUS
CPUG
=a= CPUT T 1A |6 O U (e N S 1M [ {1 (Sl 1 1 T 11O (11— AT 11| BN

scp & = 7

Trace Timestamp Chanr CPU  Event type Contents

ernel| 09:52:57.727165800iss_6 |6 | irq_softirq_exit { vec=1, context._tid=3487, context._pid=3483
EE Control 52 = B i karnali N:52:57 727 164 ﬂﬂﬁ? g § L erhad ckab wailk ramm—schd FHAd-ANNG Adalau—18NA22A rantevk Fid—3581 rankavk nid-3677

o . — I =+ Qemu View & 5 | vhost-3483 B e 4 4 & 8 [N = g
P D PTID  Trace 09:52:57.731000 [E| Stal | waIT_For_cpu 09:52:57.732000

Date | 2015-12-07

Start Time | 09:52:57.731020856

qemu-system-xi 5906; 3483, scp
qemu-system-xi 6032 3483 scp
gemu-system-xi 6033 3483 scp
qemu-system-xi 6090 3483 scp
vhost-3483 3486 2 scp u | T 0 ] | I N
¥ qgemusystem-x8t 3577: 1 scp 1]
qemu-system-xi 3578, 3577, scp
aemu-svstem-x: 3579 3577! scp

Stop Ti
Duration

g T1:2015-12-07 09:52:57.727165868
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=] <)===> - 2015 Dec 03 20:56:42.876500 20:56:42.877000 20:56:42.877500 20:56:42.878000
5 - B Qemu Resource View
3= ;
= - svm Disk testu1 — I
'%_’ svm_2 CPU testU1 I e e
- b test Net testu1 ] | ] | | 1 | | | |
- CPUD [lar] IFaG
CPU1 o lvho BN | [ ] i Wvh | ] 1| Il = | | g}
- CPU2 s/[splic/ls [Is| s splisp s s/ Bs 5 s s|ls[slsis s 1l I I -
CPU3 L m i [} m Im L] L]}
cPU4 & T & wf T T T BT T i 7 i i1 ] T
= CPUS LT T I 7T} - m - m - I I m - m
J CPU6 check-new-rele i Trace
Lo CPU7 w| lrec State X_Running [ECYMSC
— IRQ 42 5 :
AN IRQ 43 ~TID ; |
IRQ 45 > Proc
; VM-Name
VCPU
THD-IN
T-Name-IN
Exit Reason | 1O instru
Date | 2015-12-03
@ Start Time
Stop Time
Duration | 0.000011105s
i= TEST 2 = g
Trace Timestamp Channel CPU  Event type Contents
rcn> H rch= ; <srch> < ch= P<s rch=
emati/hani-test-20151203-205636/kernek 20:56:42.875 948 921} s5_2 2 mer_cancel mer=18446612165067142040, context._tid=27952, context._pid=27945
EE Control 532 = [ i nemafti/hani-Fack-2n1 E1’Jﬂ?-'}ﬂ‘i616!l(nrnni 2N"CA'4A2 A7C Q49 Uﬁﬂ? cc 2 2 Fimear ckark FHmear—1R844AAR121AGNAT1A2N4AN Funckinn—1RAARTAANTIEREA15ANN evnirec—AIRAAILETR nnw—AIARAIRT
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¥  gemu-system-x8i 20437 1 TEST io Fu P -

gemu-system-x 20433 20437 TEST
qemu-system-xi 204331 20437 TEST
qemusystemxi 2043 2043 TEST
qemu-system-xi  2043¢ 20437 TEST
qemu-system-x 20437 20437 TEST
qemu-system-x 20438 20437 TEST
gemu-svstem-xi  2044% 20437 TEST
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Questions?

Hani.nemati@polymtl.ca

https://github.com/Nemati/Trace-Compass
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