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Previously on “VM Analysis”
Available Trace-Points in different layers

Guest Kernel
Trace kil
------
Host Kernel -
Trace
Hardware PMC  «£XXELL
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Previously on “VM Analysis”
Used Trace-Points in our approaches

Host Kernel --——
Trace
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Previously on “VM Analysis”
States for a Process inside VM
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Motivation
Why is the VM waiting?

= Resources i | = exp F = = S T L N = G
2017 May 02 14:51:30.960 14:51:30.980 14:51:31.000 14:51:31.020

Hypervisor Resource View
BVM
B external1/testU1
B vCPU
CPUO
CPU1
EvProcess
1994059776
2078416896
2077757440
2056454144
2023870464
887529472

=t Qemu View &3 = 8

g E B RBTLEES NS
T TID 14:51:30.960 14:51:30.980 14:51:31.000 14:51:31.020

~  gemu-system-x86 6t T [
gemu-system-x86 6!
gemu-system-x86 6!
gemu-system-x86 6] I ' i
gemu-system-x86 6! I ]
gemu-system-x86 6!
gemu-system-x86 7t |
gemu-system-x86 7i i

vhost-6503 6!
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e
Motivation
Let's use the Critical Flow view of Trace Compass?

= Control Flow &2 | %= Resources £l Statistics = B
FmB i hEA B i 4L & .ﬁ. = = =
Process TID  PTID Birth time a 14:51:31.420 14:51:31.440 14:51:31.460
¥ kernel
¥ systemd 1 14:51:30.028394188
¥ gemu-system-x86 6503 1 14:51:30.028818415 i [

gemu-system-x86 6504 6503 | 14:51:30.028819071
gemu-system-x86 | 6505 6503 14:51:30.028819571
gemu-system-x86 6508 6503 | 14:51:30.028820255 | il i
gemu-system-x86 6509 6503  14:51:30.028820839 I [

gemu-system-x86 | 6511 6503 14:51:30.028821464
gemu-system-x86 | 7663 6503 | 14:51:30.028822038 |
gemu-system-x86 7762 6503 14:51:30.028822602 '

4 F
i= kernel | =2 Critical Flow View 2 &# iz =33 ik ¢ & 8 v = 8
¥ "Se0dS0ad-28dd-deb2-b3F0-6cb3cf295a62" | 2.360704919 | 64.26

[gemu-system-x86,6508] 2.360704919 | 64.26

[gemu-system-x86,6503] 1.188970541 | 32.36

[gemu-system-x86,7762] 0.007940134 | 0.22

[gemu-system-x86,6509] 0.088618179 | 2.41

[sshd,7760] 0.003013658 0.08

[vhost-6503,6506] 0.017323691 047

[gemu-system-x86,7663] 0.002998406 | 0.08

[scp,7761] 0.0043118%96  0.12
4 F
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Investigations

sched_out (vCPUO)
sched out (vCPU1)
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Methodology
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Investigations
sched in(vCPUO)

Methodology inj_virg(vec 0 )
enter_guest (CR3 P#3)
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Investigations

sched out (vCPUO)

sched in(vCPUl)
inj_virq(vec 1)
enter_quest(CR3 P#1)

Methodology
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Investigations
Control Flow View Block

S Control Flow 52 | % Resources [ Statistics 5 Critical Flow View = 8
B smarkfilker 3¢ 3= i E A % - 4 onos 8 W) ks =21 & - @
Frores o | pio | Birth Eime 14:19:12.180 14:19:12.200 14:19:12.220 14:19:12.240 14:19:12.260 14:19:12.280 14:19:12.300 14:19:12.320 14:19:12.340 14:19:12.360
¥ host-rpc-25-30
¥ systemd 1 14:19:10.125187
¥ gemu-system-x86 9162 1 14:19:10.125783

gemu-system-x86 | 9163 9162 | 14:19:10.125784
gemu-system-x86 | 9164 9162 | 14:13:10.125785
gemu-system-x86 | 9167 9162 | 14:19:10.125785 [ '
gemu-system-x86 | 9168 | 9162 | 14:19:10.125786 ! i i [ | | { i — {
gemu-system-x86 | 9170 9162 | 14:19:10.125787
¥ gemu-system-x86 8917 1 14:19:10.125932
gemu-system-x86 | 8929 8917 | 14:1%:10.125933
gemu-system-x86 | 8930 8917 | 14:19:10.125933
gemu-system-x86 | 8947 8917 | 14:15:10.125534
gemu-system-xB6 | 8953 | 8917 | 14:19:10.125935 { i ! ! ! i i
gemu-system-x86 | 9003 8917 | 14:19:10.125935

vGPU View Timer

F vCPU View 2 T VM Process View I oi= =3 ~ G4y E 2~ Y= H

Name ParentiD 14:19:12.180 14:19:12.200 14:19:12.220 14:19:12.240 14:19:12.260 14:19:12.280 14:19:12.300 14:19:12.320 14:19:12.340 14:19:12.360
¥ rpe-25-3
Y8917
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Investigations
Control Flow View Block

£k Control Flow £ | = Resources E Statistics T Critical Flow View = g
B smartfilter 3 = & BE A % - 4 o0oe 8 W) ke =1 & - @
Process TID | PTID  Birth time 14:19:12.180 14:19:12.200 14:19:12.220 14:19:12.240 14:19:12.260 14:19:12.280 14:19:12.300 14:19:12.320 14:19:12.340 14:19:12.360
¥ host-rpc-25-30
¥ systemd 1 14:19:10.125187
¥ gemu-system-x86 9162 |1 14:19:10.125783

gemu-system-x86 | 9163 |9162 | 14:19:10.125784

gemu-system-x86 | 9164 | 9162  14:19:10.125785

gemu-system-x86 | 9167 |9162 | 14:19:10.125785 [ '

qemu-system-x86 | 9168 |9162 | 14:19:10.125786 { i i I l [ { i o {

gemu-system-x86 9170 9162
¥ gemu-system-x86 8917 |1

gemu-system-x86 | 8929 | 8917

gemu-system-x86 | 8930 | 8917 :

gemu-system-x86 | 8947 | 8917 | 14:19:10.125934

gemu-system-x86 | 8953 | 8917 | 14:19:10.125935 { i { ! ! i i

gemu-system-x86 | 9003 | 8917 | 14:19:10.125935

vProcess View Jask L

T vCPU View | TE VM Process View E@‘ FiE ED RN -

Name 14:19:12.180  14:19:12.190  14:19:12.200  14:19:12.210  14:19:12.220  14:19:12.230  14:19:12.240  14:19:12.250  14:19:12.260  14:19:12.270  14:19:12.280  14:19:12.290  14:19:12.300  14:19:12.310  14:19:12.320  14:19:12.330  14:19:12.340  14:19:12.350  14:19:12.360
n

¥ rpc-25-30-delay I

v 8917
142794752
155238400
156831744 b | } } | [ . ]
159281152
1690939392
1820450816
1896505344
18983976396
2071756800
392470528
443297792
443887616 '

v 9162
1150103552
1191071744
1247629312
1956872192
1958658048
1964007424 ‘ L : | i . : } | i = |
1971576832
743825408 | i | i
831987712
832233472
864694272

2. v =pQ
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Investigations
Execution Flow Analysis View

=k control Flow 22 | = Resources = Statistics 22 Critical Flow View = g

2  smartfilter ® = & E A R - ¢ 0§ ) ke ol
16:08:00.000 16:08:00.500 16:08:01.000 16:08:01.500

Block

e,

Process TID  PTID Birthtime  16:07:58.000 16:07:58.500 16:07:59.000 16:07:59.500

¥ host-slow-disk
¥ systemd 1
¥ gemu-system-x86 24500
qemu-system-x86 | 24503
qemu-system-x86 | 24506
gemu-system-x86 | 24538
gemu-system-x86 24539
gemu-system-x86 | 24541
qemu-system-x86 | 24632
qemu-system-x86 | 24633
gemu-system-x86 | 24634
gemu-system-x86 24635
qemu-system-x86 | 24636
qemu-system-x86 | 24637
gemu-system-x86 | 24638
gemu-system-x86 | 24639
gemu-system-x86 | 24640
qemu-system-x86 | 24641
qemu-system-x86 | 24642
gemu-system-x86 | 24643
gemu-system-x86 24644
gemu-system-x86 | 24645

16:07:52.112301

24500
24500
24500
24500
24500
24500
24500
24500
24500
24500
24500
24500
24500
24500
24500
24500
24500
24500
24500

16:07:52.113523
16:07:52.113525 =
16:07:52.113526

16:07:52.113527

16:07:52.113528 e . - - - - . i : R L . . . .. . ] . . . : .. i
16:07:52.113529 j - - - . - ]

16:07:52.113530 : i i - . | - ;
16:07:52.113531 s = : i = : - L : : - - - . . - S L] . . .
16:07:52.113532. s e : : e :

16:07:52.113533 : i - - ‘ ; i ;
16:07:52.113534 i i s : . : . , i
b S . . - . . . . . . . . By 1. . o i i
16:07:52.113536 s e : o : : — : ' BRI : . : : . - . ;

16:07:52 113537 . . . . " .. .. . L . S . . . .. o A . . . .
16:07:52.113537 - - : 7
16:07:52.113539 i . s o - - o . . .
16:07:52.113540 e : : - - . o .. . . ; : . . ! . : . o : ;
16:07:52.113540 = s P : . . : . . . .. i N . =

Idle-unknown

-
3 i=

G Lo g
16:08:01.500

H vCPU View 52 | 3H VM Process View = A

16:08:01.000

Vo -

Mame | ParentiD 16:07:58.000 16:07:58.500 16:07:59.000 16:07:59.500 16:08:00.000 16:08:00.500

¥ 24500
¥ 24500
0
1 : i [ i i il [

Task Timer

Sh Control Flow & Resources £ Statistics = Critical Flow View 2 1=
16:07:58.000 16:07:58.500 16:07:55.000 16:07:59.500 16:08:00.000 16:08:00.500

h e R ~
16:08:01.000

TR E wt Fy ¥ =8

16:08:01.500

Process Percent

¥ 24500

Elapsed
1.085208174

26.19

[WMkernel/26,26]
[VMkernel/19,19]
[VMkernel/27,27]
[VMkernel/10,10]
[VMkernel/22,22]
[VMkernel/29,29]
[VMkernel/30,30]

[VMkernel/33,33]
[VMkernel/24,24]
[VMkernel/15,15]
[VMkernel/34,34]
[WMkernel/13,13]
[VMkernel/35,35]
[VMkernel/36,36]

1.085208174
0.134587178
2.158543618
0309552161
0.044711207
0.000359375
0.000349525
0.000031142
0.030002915
0.000171739
0.002177666
0.054021762
0.258265613
0.05335233%
0.000329795

26.19
3.25
52.10
747
1.08
0.01
0.01
0.00
0.72
0.00
0.05
1.30
6.23
1.29
0.01
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Investigations
Slow Hadoop Slave

5 VM Process View 5 PRUARIAGY WNDEEIN Timer |INSEWSHRE  Tesk PE 0B3 R Zlieivinialre o s
VM Name  Processes 17:41:28.000:41:28.500:41:29.000:41:29.50041:30.000:41:30.500.41:31.000:41:31.50041:32.000:41:32. 500:41:33.000:41:33.50041:34.000:41:34.500:41:35.000:41:35. 5004 1: 36,000 41:36. 500 41:37.000:41:37.50041:38.000:41:38. 500 41:39. 000 41:39. 501:41:40.000
e
vSlave 1
2039963648 0N 1 i N N i ey N INOUWM T e i i, in W oW, L1 my e min B v mil T TR T AT imuiil
869769216 1T T N 1 AU MY | [UIIN] 1] i m)hi DAL L S ATy FI B T e VL TR L L e N e N Ll LI L
2046287872 TR AT TR YA NANNTRMA o T 00 0 7 T ol 7T MTOGORONIE 10 i 7600 0 TS T AN M TN T T TR TR
¥ Slave 2
2029756416 i im i (- 0 TTTRTTINTIT TR T AT TR W 6w jlimi I i NN | T TIeiIN [T il | i il
877412352 (LTI (0 JRIT| 1 | Imn 1l I i 1l HILHLLL T TR T LT i I i 1 ] B
886243328 AT TRV AT TORCATTEETNNT TCTOTT T AATANT T AT RN T TTAT T AT OO § R0 TR THAI

Processes Root non-Root  Task Timer Disk Net

2039963648 | 0.004 1.499 54.040 43512 0.198  0.217
869769216 0.001 0.979 39938 56.978 1.251  0.700
2046287872 | 0.004 3.125 57.357 38022 0.766 0.283
2029756416 | 0.002  1.898 36.508 60.883  0.098 0.340
877412352 0.001  0.970 24947 72767  0.029  1.130
886243328 0.005 8.350 85.240  5.588 0.003  0.258
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Investigations
Slow Hadoop Slave

5 VM Process View 5 PRUARIAGY WNDEEIN Timer |INSEWSHRE  Tesk PE 0B3 R Zlieivinialre o s
VM Name  Processes 17:41:28.000:41:28.500:41:29.000:41:29.50041:30.000:41:30.500.41:31.000:41:31.50041:32.000:41:32. 500:41:33.000:41:33.50041:34.000:41:34.500:41:35.000:41:35. 5004 1: 36,000 41:36. 500 41:37.000:41:37.50041:38.000:41:38. 500 41:39. 000 41:39. 501:41:40.000
e
vSlave 1
2039963648 | B TN TR T R T T LRI i | : ir i j i " L0 T TRTWAYART T TN TR imuii

869769216 T O T T 717 T

I 1]
2046287872 TR TRTT VXTIV TRNNTY RO 0 T OO 0 N T UMD 1 i 7T N AT N T AN T T T TR

| ij
¥ Slave 2

) a0 T R TANMATIRTT 1A AN O 1 01 O 0 10O VOO
s77412352 T[T IR e=sl MK 1T 0 (0 0 nm 0000 100 0 0 O | i | | N
886243328 ATV 0T T T T NN AR AT TNV 0T ORI 111} | T

Processes Root non-Root Task Timer Disk Net

2039963648 0.004 1.499 54.040 43512 0.198] 0.217

8609769216 0.001 0.979 39038 56.978 1.251 0.700

2046287872 0.004 3.125 57.357 38.022 0.766] 0.283

2029756416 0.002 1.898 36.508 60.883 0.098] 0.340

877412352 0.001 0.970 24947 72.767 0.029 1.130

886243328 0.005 8.350 85.240 5.588 0.003 0.258
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Investigations
Cap on Network
IE VM Process View 52 ] _ _ Timer _ Task

VM Name Processes .14:19:13'555 .14:19:13'?05 .14:19:13'?55
* VM1

443887616 ] ] B
v VM2

743825408 i I I I I L

Without Cap on Network

% vmrrocessview s [ JRUNNNGH MMDEGNN ~ Timer | INGHWSHE  Task

VM Name Processes Pa I19:DT:33.520 .19:0?:33.54D .19:0?:33.55D .19:D?:33.53D I19:DT:33.EDD |

v VM1 - _ - N N _ | _
894611456 | 1| | 11 M I | I | I

vy VM2 o T ) o . _
2035716096 1| | il | N [ | | W L

POLYTECHNIQUE MONTREAL - Hani Nemati 12




Investigations
Contention on Block Disk

3 VM process View % | T 1 e T »E h®D BGoh- 008 Hv v =0

VM Name Processes 16:18:58.506:18:59.006:18:59.506:19:00.006: 19:00.506:19:01.006:19:01.506: 19:02.006:19:02.506:19:03.006: 19:03.506: 19:04.006:19:04.506:19:05.006: 19:05.506:19:06.006:19:06.506:19:07.006: 19:07.506:19:08.006: 19:08.506:19:09.006:19:09.506:19:10.006: 19:10.506:19:11.006:19:11.5(
v VM1

126865408 | 'm 1 mn :

1481760768 || EEl 1NN & | (AR (1] [ | [ |
1691566080 || mmEn oA

1693016064 HIENE | INI ®HIX R

1738870784 [ | IEININ NIN H I B I1EIR I HEN EHIENE §N

2080575488 | [N

1691475968

v VM2
1971331072 || " [ [ T B
1973710848 i
1993523200 R iim 1 EHIIN
1995898880 | VI = [ ]
2020233216
2059804672 | __F 1] 0 NN
2062454784 | I N [ N I | N e
2076495872
2092949504 ||
861646848 N .1
868786176 i :
884912128 B |1 | e E | | EE
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Investigations

VM Boot-up comparison

70 -~
65 1
60 A
55 1
50 -~
45 -
40 -
35 A
30 A

Time (sec)

25 1
20 -
15 1
10 -
5-

B

0 -

|

Non-Optimized-HDD Optimized-HDD

Different Configurations

POLYTECHNIQUE MONTREAL - Hani Nemati

Optimized-SSD

14



Investigations

Demo
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Investigations
How to try these new features?

» Access to Host only
* Run LTTng on Host with my new added tracepoint (vcpu_enter_guest)
e Clone TraceCompass from github (incubator)

* Open vCPU block View of TraceCompass (XML view)

* Open vProcess block View of TraceCompass (XML view)
e Use Execution Flow Analysis of TraceCompass
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Investigations

One More Thing ...
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Let’s make
TraceCompass
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Investigations

Demo
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e
Conclusion and in-progress

Inferences

* Wait Analysis of process inside VM
* A process is waiting for
* A Disk Block request to finish
* A Network packet to receive
* Another process
* A Timer to fire
* Other devices

 Critical Path Analysis of process inside VM

In progress

* VM contention avoidance based on VM classification
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e
Outcome of this project

[1] Hani Nemati, Michel R. Dagenais, “ VM Processes State Detection by
Hypervisor Tracing. “ Submitted to IEEE System Conference 2018

[2] Hani Nemati, Genevieve Bastien, Michel Dagenais “Wait analysis of
Virtual Machines using host kernel tracing”, Accepted at IEEE Cloud
Summit 2018
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Questions?

Hani.nemati@polymtl.ca
https.//github.com/Nemati
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