SOFTWARE DEBUGGING AND
M ONITORING FOR MULTI -CORE
SYSTEMS

‘ Naser Ezzati

DORSAL Lab
Polytechnique  Montreal, Canada

‘ Sharif -DNSL
Jan 2016



AGENDA

Problem Faced

Static and Dynamic Analysis
Debugging vs Tracing
Trace Analysis Tools
Research Tracks
Conclusion



OrEBEBg & 84~

AR E N SR A N

i Project Explorer = g
& ¥

rEc

* = Some C Project Nothing to see here

g= Control & = 8

o

‘ & [9Resource M LTTngKernel

Sk Control Flow = Resources B Statistics W CPU Usage % = 8
CPU Usage
B other
B Chrome_ChildIOT:12682
B Media Decode:15827
B chrome:10507
[ MediaStreamDevi:10518
B lttng-consumerd:15822
B cpufreqd:1437
W chrome:10465
B chrome:12678
B Xorg:1354
20:43:26.100 000 000 20:43:26.137 500 000
Time
i YoutubeHD B} = g
Timestamp Channel Event Type Content E
4 <srch> <srch> <srch> <srch>
20:43:26.125 534 23 channelo_0 exit_syscall ret=0
20:43:26.125 537 72 channelo_0 sys_clock_gettime which_clock=1, tp=0xbfdb8728
20:43:26.125 540 1€ channelo_0 exit_syscall ret=0
20:43:26.125 543 72 channelo_0 sys_clock_gettime which_clock=1, tp=0xbfdb8778
20:43:26.125 545 9¢ channelo_0 exit_syscall ret=0
20:43:26.125 553 01 channelo_0 sys_clock_gettime which_clock=1, tp=0xbfdb8758 _
20:43:26.125 555 3¢ channel0_0 exit_syscall ret=0 j
20:43:26.125 559 72 channelo_0 sys_clock_gettime which_clock=1, tp=0xbfdb8728
20:43:26.125 562 02 channel0_0 exit_syscall ret=0
20:43:26.125 565 93 channelo_0 sys_clock_gettime which_clock=1, tp=0xbfdb8&28
20:43:26.125 568 1% channel0_0 exit_syscall ret=0
20:43:26.125 570 0% channelo_0 sys_clock_gettime which_clock=1, tp=0xbfdb8728
20:43:26.125 572 43 channel0_0 exit_syscall ret=0
20:43:26.125 574 52 channel0_0 sys_clock_gettime which_clock=1, tp=0xbfdb8778 -
il Histogram 88 = properties Hll Bookmarks = 3
8 | |
Current Event Window Span | |
|20:43:26.125 555 392 [000.100 000 000 |
20:43:26.073 964 406 2043:26.173 963 014

17914

0

20:43:03.605 996 599

20:43:42.085 664 724




PROBLEM FACED

Today's systems are composed of computers or
virtual machines that interact between
themselves.

Understand the running behavior of those

systems or find suspicious activities is more
difficult.

How to verify if the system is working as
intended?

Why is the system slow? Where is the bottleneck?

Why do we get this incorrect answer once in a
billion times?

Are there intrusion attempts? Did they succeed?
Are we leaking information?



STATIC VS. DYNAMIC ANALYSIS

Static Analysis

Source codes and other artifacts
- Not available

> Outdated

- Difficult to analysis
Dynamic Analysis

Runtime behaviour analysis

Tracing
o Performance bottlenecks



T RACING

What is Tracing?
Process of collecting information about the program's
execution

Trace-points
Inserted before compile -time, enabled/disabled at run -time

People can use them to extract useful information without having to
know the code

The later analysis of this information may help us understand

why a part of the software is not behaving as it is expected to.

dleisenbugs6 det ect i on, hard to detect et
Race conditions, Deadlocks, Non -deterministic behavior

Multiple layers
Middleware, VM, OS, hypervisor

Performance Problems
problems are not reproducible i n the de

Debuggers:
Debuggers are indispensable, but they only show a snapshot.



TRACING USECASES

Finding cause of
Performance issues
Concurrency issues
Failures, crashes

System-wide troubleshooting

Multiple layers, multi -core, multi -processor, multiple
nodes, etc.

Live monitoring of system in production
Resource usage (e.g. CPU load)
Raising alarms, warnings
Overload protection



TRACING TOOLS

Classification:

Userspace Tracing
Chrome://tracing

Kernel Tracing
Hardware Tracing

ETW: Event Tracing for Windows

Linux Tracing Tools:
SystemTap
Perf
DTrace
LTTng



USERSPACE TRACING

UST Trace Library

Example:
LTTng UST
Chrome:tracing



void function (void)
{
int 1 = 0;
long vals[3] = { 0x42, 0xCC, 0xCOO1CAFE };
float flt = M PI;

o]

tracepoint (ust tests hello,
tptest,
1,
&vals,
£1¢);



TRACEPOINT EVENT (
/* Provider name */
ust tests hello,

/* Tracepoint name */
tptest,

/* Type, variable name */
TP_ARGS(int, anint,
long *, values,
float, floatarg),

/* Type, field name, expression */

TP _FIELDS(ctf integer(int, intfield, anint),
ctf array(long, arrfieldl, values, 3),
ctf float(float, floatfield, floatargq))



3 LD PRELOAD=./wrapper.so ./prog

prog.c wrapper.so
ptr = malloc(64); » malloc

Library

mallac

void* malloc(size t size) // wrapper for malloc
L
vold® ret;
statlc vold* (*realmalloc) (size t size) = NULL;
if (realmalloc == HNULL) N
realmalloc=dlaym (RTLD NEXT, "malloc"):
ret = realmallocisize);
tracepoint (percepio, malloc, 2ize, ret);
return ret;




€« - C | [i chrome//tracing

Record | | Monitoring| Capture Monitoring Snapshot |

Save || Upload |

Load | trace json.gz

. [meeigs |, [ssegioqs

|28450.3 s

L [seans
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|28450.6 s

= Chrome_IOThread

Chrome_ProcesslLauncherThread
» CompositorTileWorker1/14638

LayerTreeHostimpl::SetVisible
» ScheduledTasks

SingleThreadProxy::SetDeferComi
~ CrBrowserMain

ﬂ

11 items selected: Slices (11)

Mame = Wall Duration = Self time =
SingleThreadProxy.ScheduledActionPrepareTiles 0.057 ms 0.
DisplayScheduler:DrawAndSwap 0136 ms 0.
TileManager:DidFinishREunningTileTasks 0.004 ms 0.
CneCopyTileTaskWorkerPool:CheckFarCompletedTasks 0.003 ms 0.
TileManager:IsReadyToActivate 0.003 ms 0.
TileManager:CheckAndlssueSignals - ready to activate 0.002 ms 0.
TileManager:lsReadyToDraw 0.002 ms 0.
TileManager:CheckAndlssueSignals - ready to draw 0.001 ms 0.
DutputSurface:. CommitvSyncParameters 0.003 ms 0.
Totals 0.211 ms 0.
Selection start 28450611 ms

Kept=ctinn axtent 1.001 ms



LINUX KERNEL TRACING

Tools | Tracecmd | Clvm | SystemTap | LTTng
Interface ‘/
| . . N -
e G i
, . - ~runtime_module
instrumenta-

tions




TRACEPOINT

o Statically placed at different logical places in the
kernel

> More than 250 tracepoints
> TRACE_EVENT() macro

net:

Operating System sock: L

/
Applications /

System Libran'¥ /

syscalls: —» System Call Interface / / —
VFS Sockets * | /scheduler N
extd: —» File Systems TCP/UDP vmscan:
Volume Manager P Virtual 2 kmem:
block : —+Block Device Interface | Ethernet ¥ | Memory scsi:

Device Drivers ‘I/ 2




TRAVE _EVENT M ACRO

include/trace/events/schedh

v~ gyent Name

TRACE _EVENT(sched_switch, ;fx” )

TP_PROTO(struct task struct *prev,
struct task struct *next),

TP _ARGS(prev, next) _——10 - awﬂ—ar

:/ rracer's 1

TP_STRUCT _entry(

__array/( char, prev_comm, TﬁSK_COHM_LEN )
_ field( pid t, prev pid )
_ field( int,  prev_prio )
_ field( long, prev state )

TP fast _assign(

S Fil the fields above




Linux/kernel/sched.c

,.-"*
* context switch - switch to the new MM and the new
* thread's register state.
*/
static inline void
context switch(struect rq *rq, struct task struct *prev,
struct task struct *next)

{

struct mm struct *mm, *oldmm;

prepare task switch(rg, prev, next);
trace_sched_switch(prev, next) ;

mm = next->mm;

oldmm = prev->active mm;

\'\

1649.424856148  kernel.sched_schedule {prev_pid =24, next _pid = 1765}

Time stamp Event type Payload



PROBES

Kprobes: dynamic kernel tracing
Function calls, returns, line numbers

Uprobes: dynamic user -level tracing

net:
: kb:
Operating System soc/k S
A Applications / /
uprobes System Librarie)é /
X syscalls:-—r» System Call Interface / / sched
VFS Sockets ¥ | /Scheduler o+
extd: —» File Systems TCP/UDP vmscan:
kprobes Volume Manager IP Virtual & kmem:
block : —#Block Device Interface Ethernet ¥ | Memory S?Sii
\/ Device Drivers ‘/ s ©




LTTNG
+

TRACE COMPASS




LTT NG:
LINUX TRACE TOOLKIT NEXT GENERATION

Scalable tracer
Fast tracer
Minimal impact and overhead on the target
Output data in unified format (CTF)
Flight -recorder
Support kernel and user -space tracing
Easy installation:

Support kernel from 2.6.38 +
Linux Distribution:

Ubuntu

Debian

Fedora

Arch

Suse

Red Hat

Other OS:
Android, FreeBSD, Cygwin



*

b Host Target 7 7 5;;
CIC++ Application JavalErlang Linux kemel
: . 1 ' - Tracepoint* Application - Tracepoint*
f/ Host-Side User Interfaces \\ . - Tracepoint Probes* - Tracepoint* - Dynamic probes
| |y LTTng Command Line | liburcu (LGPLv2.1) | | LTTng VM adaptor (kprobes)
. Babeltrace (MIT/BSD) I Interface [liblting-ust (LGPLv2.1) | | - Tracepoint Probes* | [ TTng modules
prace ;“gt‘;':r;’mer : | |'hquPL;2]LGPL - liburcu (LGPLV2.1) | | (GPLV2/LGPLV2.1)
- _ 1 L
_ Allow open source : iblttngetl (LGPLV2.1) [ liblttng-ust (LGPLv2.1) Trac&p;lnt Probes
and proprietaryplugins 1
- 1 LTTng Session Daemon (GPLv2) — —— v
CEEe= ] g - Control multiple tracing sessions —-/ Pﬂsm shared memory _/ PDGD: shared mem ’/ r*,r—mapped“\
i - Centralized tracing status e /\ and pipe D'"”/} S buffers or splice, |
LTIV (GPLV2) : management -~ e
- Pﬂﬂe dlsglra}; and analysis | | | | liburcu (LGPLv2.1) W
e Conto : ' liblttnget] (LGPLv2.1
- Allow open-source plugins 1 |i|:}ml:lt;5!l]5t—{ﬂt| (G PL'&’Z::: LTTng Consumer Daemon (GPLv2)
| libbabeltrace (MIT/BSD) | | ® - Zero-copy data transport or aggregator
: = - Export raw trace data, statistics and summary data
- Snapshots from in-memory flight recorder mode
Eclipse Tracing and i Custom Control Software - Store all trace data, discard mlg overmun
Monitoring Framework (EPL) : - Interface with proprierary iburcy (LGPLY2. 1
- Trace display and analysis cluster management infrastructures __liburcu ( v2.1)
- Trace control : ™ fibltingctl (LGPLY2.1) liblting-ust-ctl (GPLv2)
- Allow open source . : | liblttng-consumer (GPLv2)
and propnetary plugins -
1
1

* Tracepoint and Probes Characteristics

- Low overhead, no trap, no system call,

1
o Comm ormat - Re-entrant: Signal, thread and NMI-safe,
. - E‘.-mn adol;?,]amfi,fmt (CTF) - Wait-free read-copy update,
- Sdf_gmﬁbedw - Can be used in reaktime systems,
[ Instrumentation CIFT over TERIDRISSH - Handles HW&SW tracing, - Use GCC asm goto and Linux kemel

- TCP and UDP network streaming, | | SEfiC jumps,

1 1
B : - Cycle-level time-stamp,
|:| Control : E}I{?:]igisgaiéasygnu;s for - Runtime activation of stafically
1 highest throughput and dynamically inserted instrumentation,
|:| Trace Data 1 - Layout allows fast Sy ] - Mon-blocking atomic operations,
1 processing of very large fraces - Allow tracing of proprietary applications
_ 1 and proprietary control software s
(] Libraries 1 (> 10GB). /7 | (LGPLv21license). V
| ] . .




LTT NG IS FAST! (K ERNEL )

Strace VS LTTng Tracing

Timing of a find of 100000 files

(seconds)
R
0,54 1.4
—— I

find find + litng

38,8

find + strace



LTT NG Is FAST! (UST)

R
Userspace Tracing

Approx time by event — 1 thread

(nanoseconds)

2400

280
]

LTThg UST Dtrace

6000

SystemTap



LTT NG IS FAST!

2,4

241933

Top vs LTTngTop

B Total CPU time
W # syscalls

0,9

13981

lttngtop




EXAMPLE KERNEL TRACE SESSION:
SIMPLE AND UNIFIED COMMAND LINE

$lttng create session

$lttng enable-event -k-a (or -k sched_switch)
$lttng enable-event -u -a

$lttng start

$lttng stop

$lttng view

test4 @thinkos: ®

File Edit View Search Terminal Help

test4@thinkos:~$ lttng create

Session auto-20120827-133620 created.

Traces will be written in /home/testd/1lttng-traces/auto-20120827-133620
testd@thinkos:~$ 1ttng enable-event -u -a -.—

A1l UST events are enabled in channel channel0

testd@thinkos:~$ 1lttng enable-event -k -a D

A1l kernel events are enabled in channel channel0®
testd@thinkos:~$ lttng start

Tracing started for session auto-20120827-133620
testd@thinkos:~$ 1ttng destroy

Session auto-20120827-133620 destroyed
testd4@thinkos:~$




LTT NG COMMON TRACE FORMAT

VIEWERS

|| Trace Data

|| Libraries

/ Host-Side User Inteﬂa[:esx

-A

Babeltrace (MIT/B5D)

- Trace converter
- Trace pretty printer

llow open source

and proprietary plugins

libbabeltrace (MIT/BSD)

LTTngTop (GPLvZ)

- Top-alike resource usage
view
- Read live from buffers

libbabeltrace (MIT/BSD)

- All

an

Eclipse Tracing and

Monitoring Framework (EFL)
- Trace display and analysis
- Trace control

OW Open source
d proprietary plugins

e

CTFT

S

o

Me
buffers or splice
) |:II|| |ncll

mury—map;;éd\

g




OUTPUT TRACE:. BABELTRACE

test4@thinkos: ™ g]
File Edit View Search Terminal Help

[13:36:30.119503690] (+0.000004293) kernel ¥xit_syscall: { cpu_id =0 }, { ret 139998849839104 }
[13:36:30.119513141] (+0.000000277 ), kernel gys_rt_sigprocmask: { cpu_id = 0 }, how = 2, nset = 0x
7FFF504E8640, oset = 0x0, sigsetsize“w=.8.]
[13:36:30.119513896] (+0.000000755) kesnmal exit_syscall: { cpu_id =0 }, { ret 0}
:30.119523258] (+0.000001754)/ ust ust\tests_demo:starting: { cpu_id = 0 }, { value
:30.119531493] (+0.000001009) ust ust/tests_demo2:1loop: { cpu_id = 0 }, { intfield
0x0, longfield = 0, netintfie%d.=.%% netintfieldhex = 0x0, arrfieldl = [ [0] = 1,
], arrfield2 = "test", _seqfieldl_length = 4, seqfieldl = [ [0] = 116, [1] = 101,
116 ], _seqfield2_length = 4, seqfield2 = "test", stringfield = "test", floatfield
oublefield = 2 }
[13:36:30.119535331] (+0.000003838) ust ust_tests_demo2:1loop: { cpu_id = 0 }, { intfield
eld2 = 0x1l, longfield = 1, netintfield = 1, netintfieldhex = 0x1, arrfieldl = [ [0] = 1, 2,
=3 ], arrfield2 = "test", _seqfieldl_length = 4, seqfieldl = [ [0] = 116, [1] = 101, 115,
= 116 ], _seqfield2_length = 4, seqfield2 = "test", stringfield = "test", floatfield 2222, d
oublefield = 2 }
[13:36:30.119538004] (+0.000002673) ust ust_tests_demo2:loop: { cpu_id = 0 }, { intfield ,
eld2 = 0x2, longfield = 2, netintfield = 2, netintfieldhex = 0x2, arrfieldl = [ [0] = 1, = 2,
2] = 3 ], arrfield2 = "test", _seqfieldl_length = 4, seqfieldl = [ [0] = 116, [1] = 101, = 115
[3] = 116 ], _seqfield2_length = 4, seqfield2 = "test", stringfield = "test", floatfield 2222, d
oublefield = 2 }
[13:36:30.119540487] (+0.000001751) ust ust_tests_demo2:1loop: { cpu_id = 0 }, { intfield = 3, intfi




OUTPUT TRACE: SYSTEM CALL TRACE

lttng enable-event --syscall -a




